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AMENDMENTS TO THE CLAIMS 

Please cancel claims 1-5, 14-23 and 34-52 without prejudice or disclaimer. 

1-5. (Canceled) 

6. (Currently amended) A method of performing electronic commerce without a candidate 
customer beinp forced to disclose private data together with an id entity of the candidate 
cu stomer, to a business entity requiring said private data, said method comprising: 

establishing an intermediary relationship with a third party between th e candidate 
cu stomer and the business entity; 

pTt>vidine a proprietary item to said cvistomer such that the customer can be identified as 
a l egitimate owner of the item without revealing the identity of said customer; 

performing electronic commerce between said customer and said b usiness entity through 
sa id third party, utilizing said proprietary item and a document; and 

replacing, by said third party, identification data of said candidate cust omer in said 
document with an identifier, and trammitting said document including said identifier to said 
business entity^ such that an identity of said customer is kept fixjm said busine ss entity. 

wherein said business entity is provided with information identifyin g said customer as a 
trc uisactioual party in said electronic btisiness transaction. 

wherein a Fourth Party delivers to the customer a portable device Pf wh ich carries 
bi ometrics of the customer such tliat the customer can be identified as a le^timate o wner of the 
p ortable device Pf without revealing the identity of said customer. 

wherein the device PfC) deUvers a number Sf C) at each transaction, a nd the ntmiber S(C) 
is readable from the portable device T(C) only in the presence of the customer. 

Th e m e thod acoording to oloim 5, 

wherein said portable device P(C) generates numbers S(C,n), where n is an integer 
belonging to a set {1, 2. , , . , N}, and 

wherein for at least one of a new business entity and another partner of the customer, a 
ntiw number n is chosen for all further transactions between the cxtstomer and said at least one of 
said new business imit and said another partner. 
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7. (Currently amended) A method of perfbnning electronic commerce without a candidate 
customer being forc ed to disclose tmvaie data together with an identity of the candidate 
customer, to a busin ess entity requiring said private data, said method comprising: 

establishing a n intermediary relationship with a third party between the candidate 
customer and the business entity: 

providuag a p roprietary item to said customer such that the customer can be identified as 
a legitim ate owner of tlie item without revealing the identity of said customea:: 

performin g electronic commerce between said customer and said business entity through 
s aid third party, utilizing said proprietary item and a document: and 

replacing, by said third party, identification data of said candidate customer in said 
document with an identifier, and transmitting said document including said identifier to said 
bi isiness entity, such that an identity of said customer is kept from said business entity. 

grherein said business entity is provided with information identifsmie gaid customer as a 
ti^i msactional party in said .electronic business transactiori^ 

The method according to claim 2, 

wherein the business entity chooses a set of verifiers Vj, j = 1, 2, . . ,N, and 
wherein said verifiers are each equipped to verify portable devices, and are connectable 
to a network so as to output information to a third party T using privacy protection. 

8 . (Currently amended) A method of performing electronic cf>TnmeTce without a candidate 
customer being forc ed to disclose private data together with an identity of the candidate 
customer, to a busin ess entity requiring said private data, said method comprising: 

estabhshing a n intermediary relationship with a third party between the candidate 
cu stomer and the business entity: 

Providing a pr oprietary item to said customer such that the customs can be identified as 
a legitimate owner of the item without revealing the identity of said customer: 

performing electronic c orrmierce between said customer and said business entity through 
sa id third party. utiUzing said proprietary item and a document: and 
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replacing, by said third party, identification data of said candidate customer in said 
docuinent with an identifier, and transmitting said docmnent inclttding said identifier to said 
business entity, such that an identity of said customer i$ kept from said business entity, 

wherein said business entity is provided with information identifying said customer as a 
transactional party in said electronic business transaction. 

Th e method t^ooording to oloim 2, 

wherein said establishing an intermediary relationship includes sending by the customer 
to the third party said document to register with said business entity and software to encrypt the 
document using a public key pul(I) included in a public signature scheme (Prl(I)5pul(I)) of the 
bu,^iness entity, said software further allowing the customer to compute a public signature 
scheme (Pr2(I,C),pu2(I,C)), aiid said document being provided over a network connected to said 
business entity. 

9. (Previously presented) ITie method according to claim 8. wherein the document 
comprises a header having identification data about the customer written together with a number 
S(C) associated with the proprietary item, and a body where personal or other data associated 
with said customer and pu2(I,C) are vmtten after encryption using pul(I). 

1 0. (Previously presented) The method according to claim 9, wherein when receiving the 
document, the third party replaces the header with a number N(T,C,I) which is sent to insurance 
entity with body of the completed document, herein said business entity decrypts body and 
decides on an offer price if any, and 

wherein a decision is communicated to the business entity after encryption using pu2(I,C) 
together with N(T,C,I), and the business entity forwards pu2(I,C)(D) to the customer. 

1 1 . (Currently amended) A method of performing electronic commeice without a c andidate 
customer being forced to disclose private data together with a n identitv of the candidate 
cu stomer, to a business entity requiring said private data, said method comprising: 

establishing an intermediary relationship with a third party between t he candidate 
customer and the business entity: 
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providing a proprietary item to said customer such that the customer can be identified as 
a legi timate owner of the item without revealing the identity of said customer: 

performi ng electronic conmierce between said customer and said business entity through 
&idd third party, u tilizing said proprietary item and a document: and 

replacin g, by said third party, identification data of said candidate customer in said 
document with a n identifier, and transmitting said docionent including said identifier to said 
business entity, su ch that an identity of said customer is kept from said business entity. 

wherein said business entity is provided witli information identifying said customer as a 
tr ansactional party in said electronic business transaction. 

Th e motliod ooeording to claim 1, 

wherein, before establishing an intermediary relationship, the customer accesses one or 
more verifiers Vj, and 

wherein the customer identifies itself to each verifier Vj using a number S(C) associated 
with the proprietary item, and requests Vj to send S(C) to the business entity, together with data 
vtjrified by Vj. 

12. (Previously presented) The method according to claim 1 1, wherein communication to the 
business entity is performed by appending to the number S(C) a non*identity data relevant to the 
customer encrypted using pul(I). 

13. (Previously presented) The method according to claim 11, wherein a link between the 
third party and the business entity is provided by the third party posting one or more completed 
documents on a dedicated world-wide-web (WWW) page after replacing said identification data 
with said identifier, and 

wherein said identifier comprises a number N(T,C, T) which allows the business entity, 
but no other party, to recognize this number as a number associated with the business entity. 

14-23. (Canceled) 

24. (Previously presented) A method of selecting a purveyor of goods or services in a 
confidential manner over a network, comprising: 
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sending, by a customer to a third party, an application and software for encrypting the 
api>lication using a public key pul(I), 

wherein said ^plication is taken electronically from a business entity, 

wherein a public signature scheme of said business entity is (Prl(I),pul(I)), software 
allowing the customer to compute a public signature scheme (Pr2(I,C),pu2(I,C)), and 

wherein said business entity is provided with information identifying said customer only 
as a transactional party in said electronic business transaction, 

wherein said third party replaces identification data of said customer with an identifier in 
said application which is transmitted to said business entity, 

wherein said method further comprises: 

establishing a customer-purveyor contact over the network, said establishing comprising 

when submitting a transaction request, encrypted using pil(I), the customer 
addresses the request to the third party, after selectively accessing one or more verifiers Vj; 

transmitting, by the third party T, the transaction request to the business entity 
after removing a header and attaching a number Ntransaction(T,C,L, Transaction) thereto; 

processing the request by the business entity; 

sending, by the business entity, a communication to the third party; 

transmitting said communication, after or while processing the transaction 
request, to the third party, said request being encrypted using the public key pu2(I,C); and 

transmitting, by the third party, the communication to the customer. 

25. (Previously presented) The method according to claim 24, wherein the application 
includes a header where said identification data is written together with a nujmber S(C), and a 
body where other data of the customer and the key pu2{I,C) is written after encryption using the 
public key pul(I). 

26. (Previously presented) The method according to claim 25, wherein when receiving the 
ap])hcation, the third party replaces the header with said identifier which comprises a number 
N(T,C,I) which is sent to the business entity with the completed body of the application. 
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27. (Original) The method according to claim 26, wherein the business entity decrypts the 
body using Prl(I)(pul(DATA)) and makes a decision D on whether to proceed and if so, an offer 
price, and 

wherein the decision D is communicated to the third party after encryption using public 
key pu2(I,C) together with the number N(T,C,I), and 

wherein the third party, using tiic number N(T,C,I) to recognize tlie customer, sends the 
pubHc key pu2(I,C)(D) to the customer, who decrypts using a private key Pr2(I,C) to obtain 
D - Pr2(I,C)(pu2(I.C)(D)). 

28, (Previously presented) The method according to claim 24, wherein before sending said 
application to the business entity, the customer accesses one or more verifiers. 

29 " 32. (Canceled) 

33. (Previously presented) The method according to claim 24, wherein the communication 
includes one of a payment, a request for further data, and a declination of part or all of the 
trar^saction. 

34-52. (Canceled) 
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